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Chapter 1. Introduction

ASN1VE isagraphical editor for ASN.1-encoded data and schemas. Features include:
» Dynamic tree views for quickly navigating encoded data and schemas
» Search tool to find specific itemsin decoded data

» Type-specific editors to make changing individual data elements easy

Import/Export datain binary, hexadecimal or Base64 text, and XML formats

» ASN.1 schema editor with syntax highlighting

» Hex editor for low-level manipulation of encoded data

ASN1VE works with a number of different encoding rules:

» Binary encoding rules BER (including DER and CER subsets), PER, UPER, and OER.
Import and Export to XML (XER) and JSON (JER) textual formats.

It can display any valid message that uses these encoding rules. Some well-known message types that can be viewed/
edited include the following:

» 3GPP/LTE protocol messages including NBAP, RANAP, RNSAP, RRC, S1AP, and X2AP

» V2X protocol messagesin UPER and OER binary formats such as DSRC Basic Safety Messages (BSM) and MAP/
SPAT

* OMA Secure User Plane Location (SUPL) messages
» H.323 protocol signaling messages

 Security-related messages including X.509/PK1X certificates and Cryptographic Message Syntax (CMS). Thein-
clude messages in Base64 and PEM formatted files.

» Transferred Account Procedure (TAP3) batch files
* Various vendor-specific CDR formats including 3GPP standard CDR files with 32.297 headers

A limited version of ASN1VE can be used for free. Thisincludes the hex editor and a basic data tree view for BER-
encoded data. To access advanced features, such as loading and editing schemas, PER, OER, and XML capabilities,
and per-element data editing, a license must be purchased.




Chapter 2. Installation

Windows Installation

Minimum Resource Requirements

» Windows 7, 8, or 10 operating system.

» Write access to the Windows Registry, the installation directory, the ProgramData directory, and the Documents
directory.

Running the Installation Wizard Program

This section explains how to run the Windows installation wizard setup program.

A distribution setup file containing the complete ASN1VE application should have been provided. This would be an
executable file with aname in the following format:

asnlvev***xo64.exe or

asnlvev***w32.exe

where *** would be replaced with the current version number (for example, 280).

Double-click this file to launch the Wizard. Depending on the version of Windows that is insalled, the first window
that appears may be awindow asking the user if he wants to allow the application to make changes to the system. If

this window appears, Yes should be the response.

The next window that appears is awelcome screen:
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} 15 Setup - ASM1VE o] © )
Welcome to the ASN1VE Setup

é Wizard
This will inskall A3MN1YE w2.4.8 on wour computer,

It is recommended that wou close all other applications before
conkinuing.

Zlick, Mezxk bo conkinue, or Cancel to exit Setup,

Mext = ]| Zancel

Click Next > to move to the next window.

The next window that should appear isthe License Agreement screen:
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i5 setup - ASNTVE -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the instalation.

| ASN.1 VIEWER/EDITOR LICENSE AGREEMENT ~

Objective Systems, Inc. hereby grants the Licensee a non-exclusive
and non-transferable license to use the ASN.1 Viewer/Editor (ASN1VE)
software. The folowing conditions apply to the use of this software:

1. THE SOFTWARE. The Software to which this license applies
(the "Software"), is ASMIVE (ASN.1 Viewer/Editor).

2. OWMNERSHIP. Objective Systems, Inc. ("0Sys") is the owner of
the Software and all copyrights in the Software. The Software is 24

(_)1accept the agreement
{®)1 do not accept the agreement

MNext = Cancel

The user should carefully read and understand the license terms. Once thisis done, click the "l accept the agreement”
radio button to enable the Next > button. Click Next > to specify where ASN1VE will be installed:
i5) Setup - ASNTVE —

Select Destination Location
Where should ASN 1VE be installed?

Setup will install ASNIVE into the following folder (samples to your
Documents ASN 1VE folder).

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

Atleast 128.0 MB of free disk space is required.

By default, the product isinstalled in C:\Program Files \Objective Systems\ASN1VE (64-hit version) or C:\Program
Files (x86)\Objective Systems\ASN1VE, (32-hit version) but some users may prefer to install elsewhere. For example,

the path could be changed to C:\Program Files\Objective Systems\ASNIVE v*** to alow multiple versions to be
installed.
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In general, it is not agood ideato install a new major release on top of an existing release. The older release should
first be uninstalled. For minor patch releases, it should be OK to do this.

The samples that accompany the product will be installed into the user's Documents\ASN1VE folder.
Note that this window also shows the actual amount of disk space required for the product.

Once alocation has been selected, click Next > to continue. The following screen will be displayed:

i5 setup - ASNTVE -

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup wil create the program's shortcuts in the following Start Menu folder.
—

To continue, click Mext. If you would like to select a different folder, click Browse.

| ASNIVE Browse...

< Back Cancel

This dialog allows the user to define the folder in which ASN1VE is found on the Windows Sart menu (accessible
when the user clicks the Windows Sart button). The user can leave this as the default setting or select a different
folder. Click Next > to continue.
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i5 setup - ASNTVE

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling ASM1VE,
then click Mext.

Additional icons:

Create a desktop icon
Associate files:

_avpij file

_ber file

.der file

[] .bin file

[] .dat file

< Back Cancel

This allows a user to specify creation of a desktop icon as well as file extension associations. Of these associations,
the .avproj file association will cause ASN1VE to be launched into project mode to read in al details of the selected
project. All other associated files are assumed to be binary files containing ASN.1-encoded datato beloaded. ASN1VE

will launch into the Open File dialog upon activation of files with these extensions. Additional associations may be
added through the Windows Explorer file extension association feature.

Click Next > to continue. The final setup screen provides a summary of all datathat has been entered:
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i5 setup - ASNTVE -

Ready to Install
Setup is now ready to begin instaling ASN1VE on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: s
C:\Program Files\Objective Systems\ASH1VE

Start Menu folder:
ASHNIVE

Additional tasks:
Additional icons:
Create a desktop icon
Associate files:
avpr file
.ber file
.der file hd

< Back Install Cancel

Click Install to complete the setup procedure. The < Back button can be used to go back and modify installation
settings.

Linux Installation

Minimum Resource Requirements

A reasonably current distribution (Ubuntu, Fedora, SUSE, RHEL, €t c.)

 Greater than 60 MB of disk space

Installing the Distribution File

ASN1VE isdistributed as a platform-independent .tar.gz archive: asnlve***|nx.tar.gz, where *** would be replaced
with the current version number (for example, 270).

Installation may be accomplished simply by unpacking the archive; a global installation in /opt is recommended for
multi-user settings. Otherwise alocal installation in the user's home directory should be sufficient.

To unpack the archive, run tar xzf asnlve***Inx.tar.gz, noting that *** would be replaced with the current version
number. Global installationsin /opt will require super user privileges.

The archive will be unpacked in asnlve v***. The executables and dependent libraries are stored in asnlve v***/bin.




Installation

Mac OSX Installation

Minimum Resource Requirements

* Mac OSX 10.10 or grester

« Write access to the installation directory

Running the Installation Wizard Program

This section explains how to run the Mac OSX installation wizard setup program.

A distribution setup file containing the complete ASN1VE application should have been provided. This would be a
disk image file with aname in the following format:

asnlve v***.dmg
where *** would be replaced with the current version number (for example, 280).

Double-click thisfile. Thefirst window that should appear is this screen:

[ JoN |  asnive

ASN.1 VIEWER/EDITOR
> =

This screen displays a README.html and two packagefiles: asnlve core.pkgand asnlve samples.pkg. Double-click
the asnlve core.pkg filefirst to install the core ASN1VE software.

The first screen of the coreinstallation is the Welcome screen:
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ASN1VE (ASN.1 Viewer/Editor) is a graphical user interface
(GUI) tool for analyzing and editing ASN.1 encoded data. It
provides the capability to assign an ASN.1 schema to binary
data to produce multiple views of the data showing all of the
assigned type and element names. It also provides editing
capabilities to allow data elements embedded within a
message to be modified, added, or deleted.

G back

Click Continue. The next screen shows a brief synopsis of changes in the current version of the software.
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The major new feature in this release is the addition of
support for the ASN.1 Packed Encoding Rules (PER). It is now
possible to create, view, and edit PER messages.

Also added is the capability to store all message related
parameters in project files for easier recall. A project file can
hold message type (BER, DER, CER, PER, or UPER),
message file format (binary, hex text, base64, or PEM), the
message file path, the associated ASN.1 schema file paths,
and ASN.1 include directories to search for import files.

The 'Find' command was simplified to make searching for
items within a message easier and more intuitive.

Click Continue. The License screen displays the Software License Agreement:

10
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' English

ASN.l VIEWER/EDITOR LICENSE AGREEMENT

Objective Systems, Inc. hereby grants the Licensee a
non-exclusive and non-transferable license to use the
ASH.]l Viewer/Editor (ASHIVE) software. The following
conditions apply to the use of this software:

1. THE SOFTWARE. The Software to which this license
applies (the "Software"), is ASMNIVE (ASN.l Viewer/
Editor).

2. OWHERSHIF. Objective Systems, Inc. ("0Sys") is
the owner of the Software and all copyrights in the
Spftware. The Software is protected by title 17 of
the United States Code (the Copyright Act), and you
must honor all rights established by the Copyright
Act with respect to the Scftware. The Software
embodies substantial creative efforts and
confidential information, ideas, and structure, which
have not been revealed to the publie.

3. USE OF SOFTWARE. The Software is licensed on a

The user should carefully read and understand the license terms. Oncethisisdone, click Continue, and then click Agree.

11
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How do you want to install this software?

|;| Install for all users of this computer

Installing this software requires 253 ME of space.

You have chosen to install this software for all users of this
computer.

T ST

This page, if presented, allows the user to select where to install the software. Select one of the options and click
Continue.

e@0  Install ASN.1 VIEWER/EDITOR

This will take 325.2 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintesh HD".

Change Install Location...

12
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Click Install to complete the setup procedure. The Go Back button can be used to return to a previous page and change
settings before completing installation.

The following page is displayed when the installation is complete.

Getting Started

Sample messages and their ASN.1 files can be found in the
asnive/sample and asnive/sample_perdirectories. The
steps to open/edit/save a message are as follows:

Start ASN1VE.

Click on the File > Open Message menu item.

Open the message.dat file in the asnive/sample/
employee directory.

A dialog box will appear asking for message format
and encoding rules. For format, select 'Binary' and for
encoding rules, select 'BER/DER/CER'.

The message is opened and displayed in generic
format.

Click on the ASN.1 > Assign ASN.1 menu item.
Assign the employee.asn file in the asnive/sample/
employee directory.

The ASN1VE core application bundle asnlve.app isinstalled in the Applications folder.

After the asnlve core.pkg is installed, the asnlve samples.pkg can be installed. The install will create a directory
named ASN1VE under the user's home directory and place the samples there. Double-click the asnlve _samples.pkg
icon to start the installation of the samples. Thefirst screen is awelcome screen:

13
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‘000 “w Install Sample files for ASN.1 VIEWER/EDITOR

ASN1VE (ASN.1 Viewer/Editor) is a graphical user interface
(GUI) tool for analyzing and editing ASN.1 encoded data. It
provides the capability fo assign an ASN.1 schema to binary
data to produce multiple views of the data showing all of the
assigned type and element names. It also provides editing
capabilities to allow data elements embedded within a
message to be modified, added, or deleted.

Click Continue to advance.
The next screen displays how much disk space will be required:

® 00 ‘w Install Sample files for ASN.1 VIEWER/EDITOR

This will take 1.9 MB of space on your computer.

Click Install to perform a standard installation of this software
in your home folder. Only the current user of this computer
will be able to use this software.

[ GoBack | Inatal |

Click Install to begin the installation of the samples.

When the installation is compl ete, this screen will be displayed:

14
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00 ‘@ Install Sample files for ASN.1 VIEWER/EDITOR

Y

The installation was successful.

The software was installed.

Setting the License Key

To enable advanced functionality within ASN1VE, alicense key value must be set. Thislicense key is normally sent
by e-mail after alicenseis purchased (permanent key) or when the user requests an eval uation version (eval uation key).

To enter the key value, the Edit -> Configure command is used:

File = Edit Assign Tools Encode Project Wiew Help

@ Undo ctri+z P z Ig..J
— Redo Cri+Y
Copy Ctrl+iC
Cut Ctri+X
Paste Ctrl+v
Paste Basegd Ctrl+B
Overwrite Ins
& FEind.. Ctrl+F

Thiswill cause the Configuration Options window to be displayed. The License tab should be displayed. If not, click
on it to display the license key entry screen:

15
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D Configuration Options 7
License Decading Other

License Type

® Key O File

License Key:

Activate Deactivate

Check-in license on exit

License file not found.

If you are using a proxy server, enter it below (myproxyhost:87653):
HTTP_PROXY: |

The key value can now be either typed in or copied and pasted into the data entry field:

16
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D Configuration Options 7 Y
License Decading Other

License Type

® Key O File

License Key:

el5dYRafDscY41mhR7 rwjvkKDozdplfiBvh3hCR/ULLXb8126MMZwW2aFr TILSBAKIESUBLY HZ/ QtzoUmivSwW

Activate Deactivate

Check-in license on exit

License file not found.

If you are using a proxy server, enter it below (myproxyhost:87653):
HTTP_PROXY: |

Cancel Apply Help

Press Activate to activate the license. If you wish to deactivate an existing license to move it to another machine, the
Deactivate button can be used.

The "Check-in license on exit" check box is used to indicate that the license should be immediately returned to the
license pool upon exit making it available for other users on different machines. If not checked, the machine on which
it isbeing used will continue to hold it until it times out (typically in 24 hours). If you will only be using ASN1VE on
a single machine most of the time, it is better to keep it unchecked as it will lead to faster startups since the Internet
check will not need to be done each time.

The HTTP PROXY box can be used if you are using ASN1VE on amachine that requires I nternet requests go through
aproxy server.

If you have an existing osydlic.txt or RLM license file, the license information can be imported by clicking the File
radio button and either dragging and dropping the file into the dialog box or using the Select file dialog:

17
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D Configuration Options
License Decading Other

License Type

) Key ® File

License file paths:

Drop license file here or

Activate Deactivate

Check-in license on exit

License file not found.

If you are using a proxy server, enter it below (myproxyhost:87653):
HTTP_PROXY: |

TR = A

Setting the License Key on Mac OSX

To enable advanced functionality within ASN1VE, alicense key value must be set. Thislicense key is normally sent
by e-mail after alicenseis purchased (permanent key) or when the user requests an eval uation version (eval uation key).

To enter the key value, the asnlve -> Preferences command is used:

18



Installation

[ File Edit Assign Encode Project View Help

About asnlve

e 0
L @ Preferences... 2, b o) 5} ! D | o ‘ s

D ASNIVE 2.2.0

Services > | <~ :
Address 0 e 2
Hide asnlve ¥H
Hide Others N #H
Show All
Quit asnlve #Q

[ Message | ASN.1 Schema |

Thiswill cause the Configuration Options window to be displayed. Click on the License tab at the top of this window
to display the license key entry screen:

19
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@ _® Q Configuration Options

Decoding  Other

License Type

O Key = File

License Key:
I

Activate Deactivate

Check-in license on exit

License file not found.

If you are using a proxy server, enter it below (myproxyhost:8785): ‘
HTTP_PROXY:

Help Apply Cancel ﬁ

The key value can now be either typed in or copied and pasted into the data entry field. Press Activate to activate
the license.

If the license is a type that can be deactivated, the Deactivate button will be enabled. Pressing this will revoke this
license from this machine thus freeing it up for use on a different machine.

20



Chapter 3. Interface

The ASN1VE main window is divided into several parts, each with a different function.

Eile Ect Assign Tools Engode Project Miew Help

\wbev P g e@

* number 5
B tide Director
B dateCfire 19710917
~ & nameofspouse
B gwenName Mary
B initia T
B famiyName Smith
hidren

16 08 31 35 3
4D €1 72 73 @
42 31 1F 61 11 1€ ¢

5 53 €D €5 T4 €8 A0 O

Hex | XML Text  ASH.1 Browser

Mary

Value:

O tncede rul teminatee O Windows style (CRALF) @ UNIC st (LF ank)

Memage | Tagview  ASM.1 Schema

Currently assigned ASH.1 scherma information ®  Emorieg: Oaar x

O, ®

1. Tree View

The Tree View lets the user explore a decoded message file or schema. Clicking on a node in the tree will highlight
the data it represents in other views.

2. Document View

This view contains several tabs that show the current message file or schemain various forms.

3. Detail View/Editor

When anodeis selected in the Tree View, this view shows detail ed information about the element. If an ASN.1 schema
isused, an editor is also shown here for some el ements.

4. Project View
This view shows information about settings currently being used, such as schema file names and encoding rules.

5. Error Log

The Error Log shows details about encoding and decoding data and parsing schemas. If a problem occurs in one of
these, an error message will be shown here.

21
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6. Menus

Tree View

The Tree View has three tabs, the Message tab, which displays the current message in Element View, which uses a
schema; the Tag View tab, which displays the tags and raw data of a BER-encoded message without schemainforma:
tion, and the ASN.1 Schema tab, which displays the current schema.

e Tag View

* Element View

» SchemaView
Tag View

This is the default view for BER/DER/CER messages and is shown when no ASN.1 schema is loaded. This view
displaysatree of thetagsin the encoded message. (Note: Tag View isnot available for messages using other encoding
rules such as PER, OER, or UPER because they cannot be decoded without an ASN.1 schema.)

22
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w @ ASMN.1 Message : Ci/Program Files/Objective Systems/ASNTVE/sample/employee/message.dat
v Tag : [APPLICATION O]
~ g Tag : [APPLICATION 1]
fio Tag : [UNIVERSAL 22]
fis Tag : [UNIVERSAL 22]
2 Tag: [UNIVERSAL 22]
B2 Tag : [APPLICATION 2]
@ Tag : [0]
fio Tag : [UNIVERSAL 22]
@ Tag:[1]
2 Tag : [UNIVERSAL 22]
@ Tag : [2]
v [# Tag : [APPLICATION 1]
#ia Tag : [UNIVERSAL 22]
B Tag:[UNIVERSAL 22]
B2 Tag : [UNIVERSAL 22]
v (# Tag:[3]
v [ Tag : [UNIVERSAL 17]
v [ Tag : [APPLICATION 1]
B Tag: [UNIVERSAL 22)
fio Tag: [UNIVERSAL 22)
fio Tag : [UNIVERSAL 22)
v @ Tag: [0]
& Tag: [UNIVERSAL 22]
v (i Tag : [UNIVERSAL 17]
v i Tag : [APPLICATION 1]
fio Tag : [UNIVERSAL 22)
fiz Tag : [UNIVERSAL 22]

B Tao: TUNIVERSAL 221 "
Message Tag view ASN.1 Schema

<

<

£

The Tag View will aso show decoded values for elements that have UNIVERSAL tags (for example, if an item is
tagged with the UNIVERSAL INTEGER tag, then its contents can be decoded as an integer).

When the Tag View is selected, other portions of the interface will change aswell.

23
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Hex Tab

Lddress 0 1 2 2 4 > & 7 8 ] Py B C D E F Text

00000000 gp 81 85 61 10 16 04 44 EF 6B GE 16 01 50 16 05 ...a...John..P..
00000010 53 gp €95 74 68 42 01 33 20 OA 16 09 44 695 72 €5 SmithE.3....Dire
00000020 g3 74 €F 72 21 02 16 08 31 3% 37 31 20 2% 31 37 ctor....19710917
00000030 mn2 12 €1 10 16 04 4D €1 72 7% 16 01 54 16 05 53 ..a...Mary..T..S
00000040 gp €9 74 €8 A3 42 31 1F €1 11 16 05 52 €1 6C 70 mith.Bl.a...Ralp
00000030 g8 1¢ 01 54 16 05 53 ED €% 74 €8 A0 O& 16 08 231 h..T..Smith....1

00000060 35 35 37 31 31 31 31 21 1F 61 11 1& 05 53 75 73 55711111.a...Sus
00000070 g1 gE 1 01 42 16 05 4h EF GE €5 73 A0 OR 16 08 an..B..Jones....
00000080 231 239 235 3% 30 37 31 37 .. 19590717

Hex XML Text

When anitem is selected in the Tag View, its encoded value will be highlighted in the Hex tab. The highlighting uses
three different colors to indicate the encoded tag, length, and value (yellow, green, and blue, respectively).

XML Tab

1 <!-message 1 —> ~
2 <APPLICATION_O=
<APPLICATION_1=
<IASSTRING >John < /TASSTRING >
<IASSTRING =P < [IASSTRING =
<IASSTRING =5Smith < /TASSTRING >
< APPLICATION_1>
<APPLICATION_2>33< /APPLICATION_2>=
<CONTEXT_D>
<IASSTRING =Director < IASSTRING =
< /CONTEXT_0>
<CONTEXT_13
<IAGSTRING 19710917 < /IASSTRING =
< /CONTEXT_1>
<CONTEXT_2>
<APPLICATION_1=
<IASSTRING =Mary < TASSTRING =

-
~

18 <IASSTRING =T </IASSTRING =
19 <IASSTRING >Smith < /IASSTRING =
20 < (APPLICATION_1:

ra
iy

< JCONTEXT_2=

SCONTEVT 2

LB Text 150N

o
L

I
]
=

The XML tab will display the decoded message as XML, using the decoded tags as XML element names and the
decoded values asthe XML element values. If the element does not have a UNIVERSAL tag, the value will be shown
as undecoded hexadecimal.

24
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Text Tab

1 /--message 1 -/ ~
2 APPLICATION_O {
3 APPLICATION_1{
4 TASSTRING = John
5 IASSTRING =P
] TASSTRING = Smith
7}
8 APPLICATION_2 = 33
9 CONTEXT_0{
10 TASSTRING = Director
1 }
12 CONTEXT_1{
13 IASSTRING = 19710917
14
15 CONTEXT_2{
15 APPLICATION_1{
17 TASSTRING = Mary
18 TASSTRING =T
19 TASSTRING = Smith
L
21
M COMTEYT 25 v
Hex XML Text ()  JSON
The Text tab will display the message as "brace-text", using the decoded tags as names.
JSON Tab
1 /--message 1 -/ ~
2 APPLICATION_O {
3 APPLICATION_1{
4 TASSTRING = John
5 IASSTRING =P
] TASSTRING = Smith
7}
8 APPLICATION_2 = 33
9 CONTEXT_O{
10 TASSTRING = Director
1 }
12 CONTEXT_1{
13 IASSTRING = 19710917
14
15 CONTEXT_2{
15 APPLICATION_1{
17 TASSTRING = Mary
18 TASSTRING =T
19 TASSTRING = Smith
L
21 w

77 COMTEVT 2S5

Hex XML Text ()  JSON

The JSON tab will display the message in JSON form, using the decoded tags as names.

Any of these tabs can be removed from the display by clicking the X' next to the name or through the 'View' menu.
The tab can be restored using the 'View' menu.

Element View

The Element View is displayed for messages after an appropriate schemais assigned. In thisview, each element of the
message is displayed with its name as given in the schema.
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A @ ASMN.1 Message : Ci/Program Files/Objective Systems/ASN1VE/sample/employee/message.dat

~ B PersonnelRecord
v B MName
£ givenMame
i initia
£ familyName
® number
L title
£ dateOfHire
v B nameOfSpouse
£ givenMame
£ initia
£ familyName
v B children
v B Childinformation [0]
v B MName
£ givenName
£ initial
£ familyName
i dateOfBirth
v B Childinformation [1]
¥ I Name
£ givenMName
£ initia
£ familyName
£ dateOfBirth

Message Tag view ASN.1 Schema

If the message does not match a PDU type within the schema or if decoding otherwise fails, an error message will

be displayed in the Error Log window.

When the Element View is selected, other portions of the interface will change as well.

Hex Tab

Selecting an element in the Element View will cause its encoded value to be highlighted in the Hex tab as usual.

John

P

Smith

51
Director
19710917

Mary
T
Smith

Ralph

T

Smith
19571111

Susan

B

Jones
19390717

However, if the element is not byte-aligned, then partial bytes will be highlighted in green.

LAddress o 1 2 3 4 3 & 7 8 9 o B C D E F

00000000 4p cp AR 33 51 0B A5 12 5F 18 03 230 828 9& 79 &5 ....

00000010 g7 D2 JF 20 CB 8B 48 B8 19 CE 5B A2 Rl 14 A2 4B
00000020 g2 01 12 72 72 E3 54 22 94 4% 7C 61 95 71 11 18

00000030 22 98 5c ES 21 84 2E BA 60 B8 32 B2 O0E 2E 02 02
00000040 gp

Hex XML Text Bit ASM.1 Browser
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In the case of a PER or UPER message, the Bit tab is also made available and shows a more granular view of the
encoded data.

Address 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63 Text G
00000000 01000000 11001011 10101010 00111010 01010001 00001000 10100101 00010010 ... .qo...
0000000 p1p11111 00011000 00000011 00110000 10001000 1001101001111001 01100101 . 5. .ye
00000010 11000111 11010011 01111111 00100000 11001011 10001000 01001000 10111000 .. ... H.
00000018 0gp11001 11001110 01011011 10100010 10100001 00010100 10100010 01001011 ... .. K
00000020 14100011 00000001 00010011 01110010 01111010 11100011 01010100 00100010 .. .rz.T.
00000028 10p10100 01001001 01111100 01100001 10010101 01110001 00010001 00011000  .1.a.q..
00000030 gppi00010 10011000 01011100 11100101 00100001 10000100 00101110 10104040 . ... ...
00000038 01100000 10111000 00110010 10110010 00001110 00101110 00000010 00000010 . .2.....
00000040 10000000 ) .
Hex XML Text Bit ASN.1 Browser
XML Tab

1 <l--message 1 —> L
2 <PersonnelRecord>

3 <name:

4 <givenMame =John < fgivenMame =

5 <initial =P < finitial =

[ < familyMame =Smith < familyMame =

7 <fname:z

8 <number=51</number >

9 <title =Director </title =

10 =dateOfHire = 19710917« /dateOfHire >

11  <nameOfSpouse =

12 <givenMame =Mary < fgivenMame =

13 <initial>T</finitial =

14 < familyMame =Smith < familyMame =

15 </nameOfSpouse>

16  =children>

17 <ChildInformation

18 <name =

19 <givenMame =Ralph < fgivenMame =

20 <initial =T < finitial =

%1. ’}:familfNameb-Smim-:.."familyName:- v
Hex XML @ Text JSON Bit ASN. 1 Browser

The XML tab will display the decoded message as XML, with ASN.1 element names corresponding to XML element
names. Values will be displayed in decoded form inside the XML tags.

Text Tab

1 /--message 1 -/

2 PersonnelRecord {

name {
givenMame = John
initial =P
familyMame = Smith

number = 51
title = Director
dateOfHire = 19710917
nameOfSpouse {
givenMame = Mary
initial =T
familyMame = Smith

children {

17 ChildInformation {

18 name {

19 givenMame = Ralph

20 initial =T

21 familyMame = Smith o
) LS

Hex XML Text @ JSON Bit ASN. 1 Browser
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The Text tab will display the decoded message as "brace-text", using element names from the ASN.1 schema.

JSON Tab

1[ ~
2

3 “name”; |

4 “givenMame": “John”,

5 “initial”: "P*,

[ “familyMame": "Smith™

7

8 “number™: 51,

9 iitle™ "Director”,

10 "dateOfHire™ "19710917%,

11 "name0fSpouse™ |

12 “givenMame™: "Mary”,

13 “initial”: *T",

14 “familyMame": "Smith”™

5,

16 “children™; [

17 [

18 “name”; |

19 “givenMame": "Ralph”,
20 “initial™: *T",
21 “familyMame™: "Smith™ v
M 1

Hex XML Text JSON @ Bit ASN. 1 Browser

The JSON tab will display the decoded message in JSON format, using element names from the ASN.1 schema.

Edit Window/Detail View

Value:

[ include nul-terminator (O windows style (CR/LF) ®) UNIX style (LF only) oK Cancel

HIE:
] VisibleString

Humber of Bit

Bit Qffser : 92
E
ASHN.1 Type : [0

When an element is selected in the Element View, an editor for that element is displayed in the Edit window. The type
of editor shown will depend on the type of the element.

In the Detail View, the definition of the type of the element will also be shown. If the definition depends on other
types defined in the loaded schema, then clicking on the names of these types will cause the ASN.1 Browser tab to be
displayed above with the corresponding definition in view.
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Schema View

v B Employee
v B Types
¥ & cChildinformation
v E Mame
# givenMName
#* initial
* familyName
# dateOfBirth
Date
. EmployeeNumber
¥ E MName
# givenMName
# initial
# familyName
~ E PersonnelRecord
v B Mame
# givenMName
# initial
* familyName
number
title
dateOfHire
nameOfSpouse
children
E Childinformation
E Mame
® dateCfBirth

W II1 ril

I

* & &

< [ @

Message Tag view ASN.1 Schema

When an ASN.1 schema is loaded in ASN1VE, the Schema View will show alist of the productions defined in the
schema, organized into a tree. Productions are grouped by module. Productions of constructed types can also be ex-
panded to reveal alist of their elements. Clicking any object in the tree will cause the ASN.1 Browser to display the
corresponding definition.

Document View

The Document View provides a number of tabs with various textual representations of currently loaded data. Two of
these tabs, Hex and Editor, allow editing of the data as well.

* Hex Tab
* BitTab

« XML Tab
* TextTab
+ JSON Tab

e ASN.1Browser Tab
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» Editor Tab

Hex Tab

The Hex tab is a hex editor for the current messagefile.

Address 0 1 2 3 4 5 & 7 8 S I B c D E F Text
00000000 04 42 EF &8 GE 01 50 05 53 6D 69 74 68 01 33 ..John.P.Smith.3
00000010 (B 44 €% 72 &5 63 74 EF 72 08 31 39 37 31 30 39 .Director.157109

00000020 31 37 04 4D 61 72 79 01 54 05 53 6D 69 74 68 02 17.Mary.T.Smith.
00000030 p5 sS2 g1 6&C 7D 68 01 54 05 53 6D &9 T4 &8 08 21 .Ralph.T.Smith.1
00000040 395 25 37 31 231 231 21 05 52 75 72 €1 EE 01 42 05 957111l.Susan.E.
00000050 4z eF eE 65 73 08 31 3% 35 3% 30 37 31 37 .. Jones.19590717

Hex XML Text Bit ASM.1 Browser

The leftmost column shows the offset of each line within the message. Clicking the column header toggles the repre-
sentation between Address, which shows the offset in hexadecimal, and Offset, which shows the value in decimal.

The group of columns in the middle (Iabeled 0 through F) shows the encoded message data in hexadecimal, one byte
per column. This also functions as a hex editor.

Therightmost column (labeled Text) shows an ASCII representation of the datawhenever possible, otherwise showing

a"." for each non-ASCII byte.
Editing

The simplest way to edit amessage is to use the Element Editor, but the Hex tab also provides advanced users several
ways of editing an encoded message directly.

Clicking on a byte will highlight it (drag to highlight multiple bytes). Highlighted portions can be cut or copied.
Hexadecimal can also be pasted from the system clipboard. These three functions can be accessed via the Edit menu,
the context menu (by right-clicking after highlighting), or via keyboard shortcuts Ctrl-X to cut, Ctrl-C to copy, Ctrl-V
to paste (Ctrl is replaced by Command on Mac OSX). ASN1VE also provides a Paste Base64 function, which allows
aBase64 formatted string to be pasted from the clipboard as hexadecimal.

Hexadecimal can also be entered directly. Typing a hexadecimal character (0-9A-F, case-insensitive) will insert that
value before the most recently selected byte (in Insert mode) or will replace the most recently selected byte (in Over-
write mode). Insert/Overwrite modes can be toggled viathe Edit menu, Insert key on the keyboard, or by clicking the
indicator in the lower-right corner.

Whenever the Hex tab has been edited, an OK button is shown at the bottom.
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Address o] 1 2 3 4 5 & 7 B 9 A B C oD E F Text

00000000 gp 04 4a 6F €8 EE 01 50 05 53 6D €% 74 €8 01 322 ..John.P.Smith.3
00000010 0o 44 €9 72 65 63 74 EF 72 08 321 39 37 31 30 39 .Director.197109
00000020 31 37 04 4D €1 72 79 01 54 05 53 6D €9 74 €8 02 17.Mary.T.Smith.
00000030 o5 52 €1 60 70 68 01 54 05 53 6D 69 74 68 08 31  .Ralph.T.Smith.1
00000040 35 35 37 31 31 31 31 05 53 75 73 &1 6E 01 42 05 9571111.Susan.B.
00000050 GE 65 72 08 231 3% 35 3% 20 37 321 [EW|EE 01 Jones.l19590717
00000060
Hex XML Text Bit ASHN.1 Browser

Clicking this button will cause the edited message to be decoded in the Tree View.

Bit Tab

The Bit tab shows abinary view of the current message. (Note: Thistabisonly available for PER or UPER messages).

Address 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63 Text ”
00000000 100ppoO0 00000100 01001010 01101111 01101000 01101110 00000001 01010000 . .gohn.®
00000008 opgpp101 01010011 01101101 01101001 01110100 01101000 00000001 00110011  _sSmith.3
00000010 goEE1000 01000100 01101001 01110010 01100101 01100011 0111010001101111 _pirecto
00000015 03133001000001000 00110001 00111001 00110111 00110001 00110000 00111001  y.197109
D0000020 pp110001 00110111 00000100 01001101 01100001 01110010 01111001 00000001  17.Mary.
00000028 (1010100 00000101 01010011 01101101 01101001 01110100 01101000 00000010 7. smith.
D0000030 ppppp101 01010010 01100001 01101100 01110000 01101000 00000001 01010100  .Ralph.T
00000038 ppppo101 01010041 01101101 04101001 04110100 01101000 00001000 00110001 . smith.1 5
Hex XML Text Bif: ASN.1 Browser

The leftmost column (labeled Address) shows the offset of each line within the message.

The group of columns in the middle (Iabeled 0-7 through 56-63) shows the encoded message datain binary, one byte
per column.

Therightmost column (labeled Text) shows an ASCII representation of the datawhenever possible, otherwise showing
"." for each non-ASCI| byte.

XML Tab

The XML tab shows the current message in an XML encoding. The XML encoding will be in Objective Systems
standard XML form (or "OSys-XER" asreferred to in the ASN1C Compiler User's Manual).

The encoding will differ depending on the Tree View. If the Tag View is currently active, then XML element names
will be decoded tags (such as "CONTEXT _14"), except for UNIVERSAL tags, which are named for the type (such
as"SEQUENCE"). The value of primitive elements will be a hexadecimal string of the encoded value.
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1 <l--message 1 >
2 <APPLICATION_O=
3 <APPLICATIOM_1=
4 <IASSTRING >John < /TASSTRING >

5 <IAGSTRING =P < TASSTRING =

] <IASSTRING =5Smith < /TASSTRING >

7 </APPLICATION_1=

8 <APPLICATIOM_2:33-

9  <CONTEXT_O=

10 <IASSTRING =Director < IASSTRING =

11 </CONTEXT_O=

12 <CONTEXT_1=

13 <IAGSTRING 19710917 < /IASSTRING =

14 </CONTEXT_1=

15 <CONTEXT_2=

15 <APPLICATION_1=

17 <IASSTRING =Mary < TASSTRING =

18 <IAGSTRING =T </TASSTRING =

19 <IASSTRING =5Smith < /TASSTRING >
20 </APPLICATION_1>
21 </CONTEXT_2= v

I ACORTEVT 3

< /APPLICATION_2:>

Hex  xmLE) Text 150N

If the Element View is active, then XML element names will be the same as shown in the Element View. XML values
will be the decoded value of the element.

1 <l--message 1 —>
2 <PersonnelRecord:>
3 <name:x
4 <givenMame =John < fgivenMame =
5 <initial =P < finitial =
[ < familyMame =Smith < familyMame =
7 <fname:z
8 <number=51</number =
9 <title =Director < title =
10 =dateOfHire = 19710917« /dateOfHire >
11 <nameOfSpouse =
12 <givenMame =Mary < fgivenMame =
13 <initial =T < finitial =
14 < familyMame =Smith < familyMame =
15  </nameOfSpouse =
16 =children=
17 <ChidInformation:
18 <name:
19 <givenMame =Ralph < fgivenMame =
20 <initial =T < finitial =
21 < familyMame =Smith < familyMame = v

7 vz

Hex XML @ Text JSON Bit ASN. 1 Browser
When anodeis clicked in the Tree View, the corresponding line will be highlighted in the XML tab.

Text Tab

The Text tab shows the current message in a"brace-text” encoding. In brace-text, constructed elements (i.e., elements
that contain other elements) are represented by anamefollowed by apair of curly braces containing the representations
of its constituent elements. Primitive elements are represented as a name followed by '=', then the decoded value.

The encoding will differ depending on the Tree View. If the Tag View is currently active, then brace-text element
names will be decoded tags (such as "CONTEXT_14"), except for UNIVERSAL tags, which are named for the type
(such as"SEQUENCE"). The value of primitive elements will be a hexadecimal string of the encoded value.
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1 /--message 1 -/

2 APPLICATION_O {

3 APPLICATION_1{
TASSTRING = John
IASSTRING =P
TASSTRING = Smith

¥

APPLICATION_2 = 33
CONTEXT_0 {

10 IASSTRING = Director

}
12 CONTEXT_1{
13 IASSTRING = 19710917

15 CONTEXT_2{

16 APPLICATION_1{
17 TASSTRING = Mary
13 IASSTRING =T

19 IASSTRING = Smith
20 G

77 COMTEVT 2S5

Hex XML Text ()  JSON

If the Element View is active, then brace-text el ement names will be the same as shown in the Element View. Brace-
text values will be the decoded value of the element.

1 /—message 1 -/

2 PersonnelRecord {

3 name {

4 givenMame = John

5 initial =P

6  famiyMame = Smith

7

8 number = 51

9 ftitle = Director

10 dateOfHire = 19710917

11  nameOfSpouse {

12 givenMame = Mary

13 initial =T

14 familyName = Smith

16 children {

17 ChildInformation {

18 name {

19 givenMame = Ralph

20 initial =T

21 familyMame = Smith o
1

Hex XML Text E] JSON Bit ASN. 1 Browser

When anodeis clicked in the Tree View, the corresponding line will be highlighted in the Text tab.

JSON Tab

The JSON tab showsthe current messagein a"brace-text" encoding. In brace-text, constructed elements (i.e., elements
that contain other elements) are represented by aname followed by apair of curly braces containing the representations
of its constituent elements. Primitive elements are represented as a name followed by '=', then the decoded value.

The encoding will differ depending on the Tree View. If the Tag View is currently active, then brace-text element
names will be decoded tags (such as"CONTEXT_14"), except for UNIVERSAL tags, which are named for the type
(such as"SEQUENCE"). The value of primitive elements will be a hexadecimal string of the encoded value.
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[ "
2 {

3 "APPLICATION_1% |

4 "TASSTRING": John,

5 "TASSTRING™: P,

8 "TASSTRING": Smith

7

8  APPLICATION_Z: 33,

9 CONTEXT_0% |

10 "TASSTRING"™: Director
12 “CONTEXT_1% {

13 "IASSTRING”: 19710917
15 “CONTEXT 2" {

16 "APPLICATION_1" |

17 "TASSTRING”: Mary,

18 "TASSTRING™: T,

19 "TASSTRING": Smith

20 }

1y,

M "COMTEYT 3% 5 v
Hex XML Text 1son 5

If the Element View is active, then brace-text e ement names will be the same as shown in the Element View. Brace-
text values will be the decoded value of the element.

>

“name”; |
“givenMame": “John”,
“initial”: "P*,
“familyMame": "Smith™

“number™: 51,

“title™ "Director”,

10 "dateOfHire™ "19710917%,
11 "name0fSpouse™ |

[ RCN . (T, QPO N

12 “givenMame™ "Mary”,
13 “initial”: *T",
14 “familyMame": "Smith™
5,
16 “children™; [
17 [
18 “name”; |
19 “givenMame": "Ralph”,
20 “initial™: *T",
21 “familyMame™: "Smith™ v
M 1
Hex XML Text JSON @ Bit ASN. 1 Browser

When anode is clicked in the Tree View, the corresponding line will be highlighted in the JSON tab.

ASN.1 Browser Tab

The ASN.1 Browser tab provides a hyperlinked view of the loaded ASN.1 schema. Wherever adefined typeisreferred
to by another defined type, clicking its name will cause its definition to be shown in the tab.

S Q0

ChildInformation ::= SET { "
name Name,
dateOfBirth [0] Date

v B Employee
v I Types
~ @ Childinformation

v B neme

4 givenName
@ initial [APPLICATION 0] IMPLICIT SET {
* familyName number EmploveeNumber,
# dateOfBirth title [0] Vis tring,
B Date dateOfHire [1
B EmployeeNumber nameOfSpouse
B children [3] IM E OF ChildInformation DEFAULT {}
v B Name
@ givenName
@ initial END v
* familyName Hex XML Text JSON Bit ASN, 1 Browser
v B PersonnelRecard

v B name
+ givenNeme
# initial
4 familyName
* number
* title
@ dateOfHire
B nameQfSpouse
v B children
~ B Childinformation
B name
& datenfRirth
Message Tag vie ASN. 1 Schema
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Clicking an element in the Schema View will also cause the corresponding definition to be shown in the ASN.1 Browser
tab.

ASN.1 Editor Tab
The ASN.1 Editor tab can be used to edit an ASN.1 schema.

employee.asn* £

1 Employee DEFINITIONS ::= BEGIN ~
2 EXPORTS;

3

4 PersonnelRecord ::= [APPLICATION 0] IMPLICIT SET {

name MName,

tile [0] VisibleString,

number  EmployeeNumber,

dateOfHire [1] Date,

nameOfSpouse [2] Name,

10 chidren [3] IMPLICIT SEQUENCE OF ChidInformation DEFAULT {}
11}

12

13 ChidInformation ::= SET {

14  name Name,

15 dateOfBith [0] Date

16}

17

18 Name ::= [APPLICATION 1] IMPLICIT SEQUENCE {

19 givenName VisibleString,

20 initialVisibleString,

21 familyName VisibleString

22}

23

24 EmployeeNumber ::= [APPLICATION 2] IMPLICIT INTEGER v

Hex XML Text Editor ASM.1 Browser

W oo s Oy

The tab itself can contain multiple tabs, one for each schema file being edited. To edit a schema file, either a new
schemafile must be created (viaNew -> Schema... in the Filemenu), an existing schemafile must be opened for editing
(via Open Schema... in the File menu), or by double-clicking a previously loaded schemafile in the Project View.

Once the schema file has been edited as desired, it can be saved through the File menu. In order to use the schema
with an ASN.1 datafile, it must be validated (using the Validate schema option in the Tools menu).

Detail View/Editor

Thisview shows extra details about the element selected in the tree view. This can include the encoded message of fset
and length. If the Element Viewis active, the ASN.1 definition and an editor for the element will aso be shown.

Directo

Value:

[ nclude nul-terminator (O windows style (CR/LF} (® UNIX style (LF only) 0K Cancel

Cffset @ 24

Length : 12

EndCffset : 36

ASN.1 Type : [0] IASString

Depending on the type of the selected element, the editor (shown at the top of the view) will change. When editing an
element's value is finished, clicking the OK button will commit the edit and re-encode the data.
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When the Element View is active (as shown), the Detail View will include the definition of the selected element'stype.
If the type depends on other types defined in the ASN.1 schema, the type nameswill be shown as hyperlinks. Clicking
one of these links will open the definition of that type in the ASN.1 Browser tab.

Project View

The Project View shows project details, including the currently loaded schemafile, protocol data unit (PDU) type, and
encoding rules. Some options for editing project settings are also provided in the context menu.

Currently assigned ASN.1 schema information b 4

Protocol Data Unit (PDU) - Employee.PersonnelRecard
¥ Schema/AsN.1 files
employee.asn
Include Directories
Configuration File - Untitled
¥ Current Message
File name - message.dat
File type - Binary data
Encoding Rules - BER.
Header Type - Naone

The Project View can be hidden by clicking the X in the upper-right corner, or by unchecking Show project information
in the View menu. The hidden project information can be shown again by checking this option again.

Many of the project settings can be edited directly by right-clicking on them. Project settings can al so be edited through
the Edit project... option in the Project menu.

It should be noted that header-specific settingswill be shown under Header Type depending onits setting. For example,
when Header Type is set to Skip, settings for Skip Fixed Header (file header) and Skip Repeating Header (message
header) will determine the size (in bytes) of each.

Dragging and dropping a project file onto the Project View will open the project in ASN1VE.

Error Log

The Error Log shows messages related to processing data or schemafilesin ASN1VE.
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Error Log: Clear Save Log b 4
# File Line Column Message

o1 4 2 Run-time error @ offset 66:Unexpected end of buffer on decode

Q> g Run-time error @ offset 3:Value constraint violation: field ?, value 7

Four types of messages may be shown: Error, Warning, Informational, or Debug. Errorsindicate a problem that pre-
vents ASN1VE from fully decoding the data or schemafile, such as an incorrect encoding. Warnings indicate that the
file could be decoded, but suffers from some other issue, such as a constraint violation. Informational messages do not
indicate any problems, but rather provide additional details about the decoding process. Debug messages provide a
high degree of details regarding the encode or decode process and are normally only used to debug internal problems
within the application.

The level of detail shown in the Error Log can be adjusted to show Errors only, Errors and Warnings, Errors and
Warnings and Informational messages, or all message types. This is done through the Configure... item in the Edit
menu (the option is found under the Other tab there).

TheError Log can be hidden by clicking the X in the upper-right corner or by unchecking the Show error log window
option in the View menu. Messages can be cleared by clicking the Clear button.

Menus

» FileMenu

» Edit Menu

» Assign Menu
» ToolsMenu
» Encode Menu
» Project Menu

* View Menu

File Menu

The File menu contains file-related actions, such as creating a new message or schemafile or importing an XML file.
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File Edit

] L}Neu.r...

I Open..

Assign

! I Open 5chema...

Save

Save fs...

Import...
Export...

Close ASN.1

Close Message

Exit
New...

Open...

Open Schema...

Save

Saveas...

Import...

Export...

Close ASN.1
Close Message
Exit

Edit Menu

Tools  Encode  Project View  Help
’ Message Ctrl+M

Chrle O Schema

Ctrl+35

Ctrl+C

Create anew file. This may be used to create anew ASN.1 schemaor datafile or a CDR data
file. Depending on the file type selected, ASN1VE will prompt the user for other settings, as
required.

Open an existing message file. This may be used to open a data file or a CDR data file for
editing. Depending on the file type selected, ASN1VE will prompt the user for other settings,
asrequired.

Open an existing ASN.1 schemafile for editing.

Save the current file. If the file has not been saved before, ASN1VE will prompt the user for
anew filename.

Save the current file with a different filename. The original file will remain unchanged. Save
as... also allows the newly created file to be saved in a different format. For example, a bina-
ry-formatted file can be saved as a new hexadecimal text-formatted file.

Open an existing XML or JSON encoded data file and transform its contents to create a new,
binary-encoded file.

Save the current file as an an XML, brace-text, or JSON file.
Unassign ASN.1 schemafiles from the current message data. file.
Close the current message datafile.

Close ASN1VE.

The Edit menu provides cut, copy, and paste functionality, search, and application settings.
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Undo Ctrl+Z
Redo Ctrl+y
Copy Ctrl+C
Cut Ctri+X
Paste Ctrl+v
Paste Basegd Ctrl+B
~  Qverwrite Ins
&~ Find... Ctrl+F
| Configure... Ctrl+1
Undo/Redo
Cut/Copy/Paste/Paste Base64
Overwrite
Find...
Configure...

Assign Menu

Move backward or forward in the history of editsto the current file.

The usua cut, copy, and paste actions for the currently selected text. Paste
Base64 provides the ability to paste base64-formatted data into the Hex tab.

Toggle the edit mode between Insert (typing pushes back existing content) and
Overwrite (typing replaces existing content). The current mode is Overwrite
when thisitem is checked.

Open the Search window for the current message file.

Open the Configuration dialog to adjust application settings.

The Assign menu provides the functionality to assign an ASN.1 schema, configuration file, or encoding rules.

Encoding Rules
¥ Built-in ASM.1 schemaf(s)
i ASK.1 schema file(s)

Configuration file

Encoding Rules

Built-in ASN.1 schema(s)

ASN.1 schemafile(s)

Configuration file

Tools Menu

o Validate schema

Obfuscate message

Set the encoding rules to use for encoding and decoding message data files.

Choose from the schemas built in to ASN1VE to assign to the current message
file

Select schemafilesto use for the current message file.

Select an Objective Systems configuration file to use with the current schema.
See Configuration Files for more information.
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Validate schema When an ASN.1 schema file has been edited, this will verify that the file can be used to
decode an ASN.1 data file. If the schema file has not been saved since being edited, the
file will be saved.

Obfuscate message This option attempts to change the value of every data element in the current message file
toarandom valuewhile preserving certain characteristics, such asstring lengths, CHOICE
values, and presence or absence of OPTIONAL elements.

Encode Menu

The Encode menu provides options for re-encoding a message using different encoding rules.

®  BER Definite length
BER Indefinite length
PER
UPER

If none of the itemsin the Encode menu is checked, selecting one will assign those encoding rules to the current data
file. If an item in this menu is already checked, then selecting a different item will attempt to re-encode the data in
the selected encoding rules.

Project Menu

The Project menu provides functionality for working with project files and for editing project settings.

L]
Mew Project

Edit Project...
Open Project
Save Project

Save Project As
Close Project
New Project Create anew project. If an existing project is open, it will be closed and project settings will
be cleared.

Edit Project... Display a dialog to edit an existing project or create a new one. Details on the dialog are
available at the following link:

Project Settings

Project details can also be edited directly in the project window by right-clicking the item
to be edited.

Open Project Open an existing project file.

Save Project Save the current project settings. If the project has been saved before, ASN1VE will prompt
the user for afilename.

Save Project As Save the current project settings in a new file. The current project file, if one exists, will
remain unchanged.
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Close Project Close the current project and clear the project settings.

At the end of the Project menu are shown anumber of recently used project files. These provide a shortcut for selecting
Open Project and navigating to one of thesefiles.

View Menu

The View menu contains user interface-related options.

~  Show project information

" Show error log window

XML
Text
~  J50N
" Word Wrap Ctrl+W

% Refresh F5

5 Expand

Z] Expand All Ctrl+L
Show project information Toggle whether to show or hide the Project View in the interface.
Show error log window Toggle whether to show or hide the Error Log in the interface.
XML Toggle whether to show or hide the XML Tab in the Document View window.
Text Toggle whether to show or hide the Text Tab in the Document View window.
JSON Toggle whether to show or hide the JSON Tab in the Document View window.
Word Wrap Toggle wrapping long linesin XML and Text tabs in the Document View.
Refresh Re-decode the current message data from the encoded data in the Hex tab.
Expand/Expand All Expand the currently selected node (or all nodes) in the Tree View.
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Open an Existing Message File

To open an existing message data file in ASN1VE, select the Open... option from the File menu (or use keyboard
shortcut Ctrl-O). Thiswill bring up adialog box for selecting thefile.

D choose a file to open *
« v 1 <« Program Files » Objective Systems » ASNIVE » sample_per » Employee3 v O Search Employee3 »p
Organize = MNew folder >+ [ o
B videos MName Date modified Type Size
= (C) e - .
message_a.dat 3/7/2018 11:04 AM  DAT File KB
_My Documents o X
message_u.dat 3/7/2013 11:04 AM  DAT File 1KB

HP_Color_LaserJet_Pro_MFP_M177

logs
PerfLogs

Program Files

Program Files (x86)

System.sav
Temp

Users

File name:

w | Binary Data (*.ber *bin *.dat *.c ~

Note the dropdown file-type menu at the bottom right. This can be used to filter files by some standard extensions. By
default, thisis set to All Files, meaning all files within a given directory will be displayed as candidates to be opened.
Changing this to one of the other options will limit the list of files available for selection.

The current file types that can be filtered are as follows:

Binary Data

Call Detail Records

Certificates

Hexadecimal Text

Base64 Text

Binary datafiles are message files with no headers and which reguire no trans-
formation of input data to binary format upon loading. These files may have
generic extensions'.dat' or '.bin' or can have specific encoding rules extensions
"ber', ".der', ".per', or ".uper'. If afile with a specific encoding rule typeis select-
ed, the step in the wizard that selects encoding rulesis skipped.

Call Detail Records are defined to be ASN.1 BER-encoded data files with in-
ternal non-ASN.1 headers or block formats.

Certificates are binary DER-encoded data files conforming to the X.509 or
PKIX standards. Selecting afile using thisfilter will cause the file to be loaded
and the PK1X built-in schemato be automatically assigned. Notethat thisshould
not be confused with PEM files (specified below) as these are also commonly
used for Certificates but have a different input format (base-64 with a special
header and trailer).

Hexadecimal Text arefiles containing atextual representation of binary datain
hexadecimal form. Message dump files are commonly in this format.

Like hexadecimal text, thisfilter describes atextual format that is transformed
into binary data when teh message is loaded. This format is common used for
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Privacy Enhanced Email (PEM)

security-related files, although these files may aso be in the PEM format de-
scribed below.

This format is commonly used to represent certificates and other security-re-
lated formats. It attempts to create self-contained messages that identify the
ASN.1 type in a header line prior to the start of the content. For example, a
PEM file that describes an X.509 or PKIX certificate would begin with the line
'-----BEGIN CERTIFICATE-----' and end with '-----END CERTIFICATE-----".
Other types may be specified as well. ASN1VE currently supports automatic
loading of Certificate and Certification Request (PKCS10) PEM files. Others
require the ASN.1 schema be explicitly assigned.

The remainder of this section will assume the user opened the file using the 'All Files filter and therefore all additional
information needsto be specified using the ensuing wizard. Using afilter option will cause someor all of thefollowing

items to be skipped.

If existing project information is in place when the message file is opened, the user will be asked if they would like to
usetheexisting project. Clicking 'Y es' will cause existing information to be used and the dialog isterminated. Clicking
'‘No' will launch the file information wizard.

Thefirst screen in the wizard is the 'Select file type' window:

? >
d
Assign All ltems Wizard
Select file type.
asn ASN.T Schema
ber BER-encoded data file
cdr ASM.1-encoded CDR message stub with headers
oer OER-encoded data file
per PER-encoded data file
uper Unaligned PER-encoded data file
Next Cancel

Thefile types are the same as previously documented under the file filter options. Select one of the options presented

and click Next.

If "asn" ischosen, adialogisfirst presented to allow the user to specify include directoriesthat may be needed to resolve
importsin the newly created schema. The user isthen placed in the editor where the schemafile is opened for editing.

If the 'cdr' option is selected, the user is prompted to enter header and other file format related information in the

following window:
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“« d

Assign All ltems Wizard

Select file type and encoding rules settings.

Header Format

® None

O Blodk Size: 2048 :
(C) 3GPP TS 32.297 Headers
(O custom Headers

The various options are as follows:

None

Block

3GPP TS 32.297 Headers

Custom Headers

After header options are specified
information is presented:

Mext Cancel

No headers will be added to the encoded data. Thisis the same as having selected
"ber" in the file type window.

Datawill be encoded into blocks of acertain size. If amessage would normally be
encoded acrossablock boundary (for ablock size of 2048 bytes, thisboundary isat
offsets 2048, 4096, 8192, ...), therest of the current block isinstead padded out and
the message is encoded, starting at the beginning of the next block. Padding bytes
are also used to determine whether a block contains more data or is padded out.

Data will be encoded according to the TS 32.297 standard. This includes file and
message headers of the standard format.

Custom headers are fixed-length headers that allow data fields within the headers
to be specified. Selecting this option will cause an additional dialog to be opened
that allows headers and header fields to be declared:

See the section on editing custom headers for details on editing the header format.

for CDR's and for all other message types, the window to enter ASN.1 schema
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7 >
"
Assign All ltems Wizard
Select ASN.1 scherma files and related tems.
) Mone
® User scherma files
) Buitt-in schema files
Scherma Files
Add...
Remove
Include Directories
Add...
Rermove
Configuration File
Browse...
Finish Cancel

At the top, three options are available, None, User schema files, and Built-in schema files. The None option is only
available for BER and allows a user to open a message without schema. The User schema files option allows the user
to select their own ASN.1 schemafiles. Built-in schema files presents alist of available schemas built into ASN1VE.

Below the sel ection options, the wizard showslistsfor schemafilesandinclude directories. ASN.1 schemafiles should
be added to the list of schemafilesthat define the type of message being created. Include directories are directories to
search to resolve import statements within the selected schema files.

Clicking Add... next to either list will bring up afile dialog. Navigate to the directory or file(s) to add, highlight them,
and click Open.

Toremove alisted file or directory, highlight it in the list and click the Remove button next to the list.

Below the schemafiles and include directories, Configuration File allows the user to apply settings from an Objective
Systems configuration file. To select a configuration file, click the Browse... button.

If Built-in schema filesis selected at the top, thewizard will show alist of al the available built-in schemasin ASN1VE
as shown in the following image.
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“« 9

Assign All Items Wizard

Select ASN.1 scherma files and related tems.
) Mone
(0 User scherma files

®) Buitt-in schema files

Buitt-in scherma

3GPP-CDR A
3GPP-MAP

ACSE

CDR

CMIP

CMS

CSTApT

CSTApZ

CSTAp3

DSRC v

Finish Cancel

Click on a schemaentry to select a schemato use.

Once a schema has been selected, click Next. The wizard will show alist of types that can be used as the protocol
data unit (PDU) for the message.
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“« d

Assign All Items Wizard

Select PDU (Protocol Data Unit) Type
PDU Type

() Display all types
(®) Display possible PDU types

Types List

~ B Employee
® PersonnelRecord

Finish Cancel

Click anodeto select aPDU type. If the type desired is not shown, clicking Display all types at the top of the window
will display alist of all the types defined in the selected schema. Once a PDU type is selected, click Finish.

If opening thefileis successful, the Tree View will show the top-level dataunit in the file, and the Hex tab will contain
the encoded file data.

Open an ASN.1 schema

To open an ASN.1 schemafile for editing, select the Open Schema... option from the File menu. This will bring up
adialog box for selecting thefile.
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D choose a file to open *
1+ <« Program Files » Objective Systems » ASNIVE » sample » employee v O Search employee R

Organize v New folder =y O @

[ This PC ~ MName Date modified Type Size

# 3D Objects employee.asn 3/7/2018 11:04 AM  ASN File 1KB
I Desktop
= Documents
4 Downloads
D Music
=/ Pictures
B videos
= ()
¥ Network

v

File name: | employee.asn v| ASM.1 Schemas (*.asn *asnl)

In the file-type dropdown, select "ASN.1 Schemas (*.asn *.asnl)" and select afile. If the file to be opened has a
nonstandard file extension, selecting "All files (*)" will allow the file type (ASN.1 schema, in this case) to be chosen
manually.

Once the schemafile is opened, it is displayed in the Editor Tab in the Document View window. From there, it can
be viewed or edited. The schema can also be validated by using the Validate schema option in the Tools menu. The
Validate Schematoolbar button can also be used to do this:

NRYR TR AP S t"'gﬁ;) )

If validation is successful, the schemawill be displayed inthe ASN.1 Browser Tab aswell asthe Editor. It will also be
showninthe Tree View under the ASN.1 Schema Tab thus allowing for easy navigationto all itemswithin the schema.

Assign an ASN.1 schema

Toassignan ASN.1 schemafrom afile, select ASN.1 schema file(s) from the Assign menu. To assign oneof ASN1VE's
built-in schemas, select Built-in ASN.1 schema(s) from the menu.

If assigning from afile, afile dialog will be shown:
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D select one or more ASN.1 files

< v 1 « Program Files » Objective Systems » ASNIVE » asnispecs > NRTRDE

Organize = MNew folder

"~
= This PC Name

J 3D Objects MNRTRDE-0201.asn
I Desktop
|= Documents
4 Downloads
D Music
=/ Pictures
B videos
= ()

=¥ Network
v

v O Search NRTRDE

Type Size

ASN File 9 KB

File name: | NRTRDE-0201.asn

v| ASMLT Files (*asn *asnl *te)

Navigate to and select the schema file(s) to be used and click the Open button. A dialog will then be shown which

allows Include Directories to be selected:

& ASNIVE

Select directories to include.

Include Directories

Add...

Remove

Cancel

Include directories are directories that contain other schema files that are referenced in IMPORT statements in the
selected ASN.1 schema file(s). Once selection is complete, press OK and the ASN.1 schema files will be assigned

to the data.

If assigning a built-in schema, ASN1VE will show alist of available built-in schemas.
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QD ASNIVE

3GPP-CDR A
3GPP-MAP

ACSE

CDR

ChAIP

ChS

CSTAp1

CSTApZ

CSTAp3

DSRC

ETsI-W2X

H323

HI2Operations

LPP/rel1Q b4

oK Cancel

Select a schema from thelist and click the OK button.

Built-in schemas are schema sets from common standards that use ASN.1. These schemas can sometimes span mul-
tiple specifications in import statements. The built-in schemas are configured to automatically resolve these imports
by looking in other common directories. The schema files themselves reside in the 'asnlspecs directory within the
installation. Each directory normally contains an ‘acconfig.xml' file that is automatically read by ASN1VE to find im-
port files or determine the PDU type for the data. A user may add their own schemafiles to this collection by creating
adirectory in this space and adding their ASN.1 files. They can aso create an acconfig.xml file for specification of
configuration items such as import directories or PDU type. ASN1VE will automatically display these newly added
schema sets when the Assign Built-in Schemas menu item is selected.

Create a New Message or ASN.1 Schema

Select File-> New... and select either Message or Schema.

Creating a New ASN.1 Schema File

To createanew ASN.1 schemafile, select File-> New-> Schema from the File menu. Thisaction opensanew ASN.1
schemain the Editor tab:.
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Untitled @

1 MyModule DEFINITIONS ::= BEGIN
2
3 END

Hex XML Text JSON Editor

ASN.1 definitions can then be added tothe body of the schema. As keywords are recognized, they are highlighted in
bold font as follows:

Untitled* @

1 MyModule DEFINITIONS ::= BEGIN
2

3 MySequence ::= SEQUENCE

4 END

Hex XML Text JSON Editor

In this example, the SEQUENCE keyword is highlighted.

Additional schemafiles can be created by executing the New Schema command multiple times. Each invocation will
result in a new tab being opened.

The schema files can be saved using the File Save commands. The schema files can be validated using the Tools ->
Validate Schema menu item, or by pressing the Validate tool button.

Creating a New ASN.1 Data File

To create anew messagefile, select File-> New -> Message from the File menu. Thiswill launch the New File Wizard.
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? >
d
New Message Wizard
Select file type.
ber BER-encoded data file
cdr ASM.1-encoded CDR message stub with headers
oer OER-encoded data file
per PER-encoded data file
uper Unaligned PER-encoded data file
Next Cancel

Select one of the options presented and click Next.

The "ber," "oer", "per," and "uper" options allow a user to create a new ASN.1 data file using one of these encoding
rule sets. The"cdr" option isfor creating aCall Detail Record (CDR) file that contains additional non-ASN.1 headers.

If "cdr" is chosen, proceed to the next section on specification of CDR headers. Otherwise, jump to the next section
on assigning ASN.1 schema information.

Specification of CDR Header Data

After "cdr" is chosen, the "Header Format" dialog is presented:
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“« d

New Message Wizard

Select file type and encoding rules settings.

Header Format

® None

() Block Size: 2048
() 3GPP TS 32.297 Headers

() Custom Headers

None

Block

3GPP TS 32.297 Headers

Custom Headers

Mext Cancel

No headers will be added to the encoded data. Thisis the same as having selected
"ber" in the previous window.

Datawill be encoded into blocks of a certain size. If amessage would normally be
encoded acrossablock boundary (for ablock size of 2048 bytes, thisboundary isat
offsets 2048, 4096, 8192, ...), therest of the current block isinstead padded out and
the message is encoded, starting at the beginning of the next block. Padding bytes
are also used to determine whether a block contains more data or is padded out.

Datawill be encoded according to the TS 32.297 standard. This includes file and
message headers of the standard format.

Custom headers are fixed-length headers that allow data fields within the headers
to be specified. Selecting this option will cause an additional dialog to be opened
that allows headers and header fields to be declared.

See the section on editing custom headers for details on editing the header format.

Once the header type has been selected, click Next.
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Assignment of ASN.1 Schema Files

The next page of the wizard prompts for a schema to use. This would be the first page displayed after "ber", "oer"
"per", or "uper” file type is selected.

7 >
< 9
New Message Wizard
Select ASN.1 scherma files and related tems.
) Mone
® User scherma files
) Buitt-in schema files
Scherma Files
Add...
Remove
Include Directories
Add...
Rermove
Configuration File
Browse...
Mext Cancel

At the top, three options are available, None, User schema files, and Built-in schema files. The None option is only
available for BER and allows auser to define a message without schema using hex data. The User schema files option
allowsthe user to select their own ASN.1 schemafiles. Built-in schema files presents alist of available schemas built
into ASN1VE.
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“« d

New Message Wizard

Select ASN.1 scherma files and related tems.
Mone
(0 User scherma files

®) Buitt-in schema files
Buitt-in scherma

3GPP-CDR A
3GPP-MAP

ACSE

CDR

CMIP

CMS

CSTApT

CSTApZ

CSTAp3

DSRC v

Mext Cancel

Below the sel ection options, the wizard showslistsfor schemafilesandinclude directories. ASN.1 schemafiles should
be added to the list of schemafilesthat define the type of message being created. Include directories are directories to
search to resolve import statements within the selected schema files.

Clicking Add... next to either list will bring up afile dialog. Navigate to the directory or file(s) to add, highlight them,
and click Open.

Toremove alisted file or directory, highlight it in the list and click the Remove button next to the list.
Below the schemafiles and include directories, Configuration File allows the user to apply settings from an Objective
Systemsconfigurationfile. To select aconfigurationfile, click the Browse... button. Seethe Configuration Files section

for more information.

If Built-in schema filesis selected at the top, thewizard will show alist of al theavailablebuilt-in schemasin ASN1VE.
Click to select aschemato use.

Once a schema has been selected, click Next. The wizard will show alist of types that can be used as the protocol
data unit (PDU) for the message.
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“« d

New Message Wizard

Select PDU (Protocol Data Unit) Type
PDU Type

() Display all types
(®) Display possible PDU types

Types List

~ B Employee
® PersonnelRecord

Finish Cancel
Click anodeto select aPDU type. If the type desired is not shown, clicking Display all types at the top of the window
will display alist of all the types defined in the selected schema. Once a PDU type is selected, click Finish.
If on the first page "cdr" was chosen, ASN1VE will prompt the user for a number of records to generate. Otherwise

(or after choosing how many records to create), the newly-created message will be shown in the Element View and
encoded in the Hex tab.

Find an element in a message

To find a specific data item in a message file, the Find command can be used. When enabled by selecting Find... in
the Edit menu, the Find widget is shown in the lower left-hand corner, below the Project View. (It can also be shown

or hidden using the ﬁ') button in the toolbar or the keyboard shortcut Ctrl+F.)

Itisalso possible to search a specific branch in the tree for an item by right-clicking on a node and selecting the Find
In option.

If aschemais assigned to the message, the find dialog is as follows:
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Find Element | v| Previous Mext h 4
Find Value: | | Highlight all
Lewvel: Any -

[ ] case Sensitive [_| Whole Words Only  [_] Regular Expression

If no schemais assigned, the Find dialog looks like this:

Find Tag [o] - Previous Mext x
Find Value: Highlight all
Level: Any -

Case Sensitive Whaole Words On Regular Expression

Thefirst field is Find Element (or Find Tag when the Tag View is active), and can be used to search for an element or
tag by itsname. In both cases, adropdown menu for thefield providesalist of tag or element names within the current
context (children of the currently selected element, or the entire file if no element is selected). Selecting from the list
or entering aname manually and clicking Next or Previouswill search the current context for elements with that name.

Find Value allows searching the current context for elements with the given value, across all types. For example,
entering "123" in the Find Value field would match an INTEGER element with avalue of 123, and it would match a
BMPString with value "123." (Note that values should be entered in decoded form, rather than as encoded in ASN.1.)
Level allows searching for the element name and/or value combination or tag at a given level in the message. The
choicesfor thisfield are 'Any' which will search the entire message of 'Current’ which will search within the currently
selected block in the tree view. In the case of 'Tag', it is also possible to select a specific level by number to search.

If search criteria are entered in both the Find Element and Find Value fields, then only elements matching both name
and value are returned as search results. In the case of Find Tag, it is only possible to seach for the tag, not the value.

Besides the Nextand Previous buttons, clicking the Highlight All button will highlight every element in the current
context that matches the search criteria

The Find tool provides several options for matching values, as well.

The following additional options are available for the message with assigned schema case:

» Case Sensitive makes Find Value search terms case-sensitive (thisis off, by default).

» The Whole Words Only option matches search terms as complete words. For example, a search for "moose" with
Whole Words Only unchecked would match the phrases "l saw a moose over there" and "These moosetracks are
fresh," but with Whole Words Only checked, only the phrase "l saw a moose over there" would match.

» Regular Expression indicates that the text in the value field is aregular expression.

The search starts from the last item that was selected in a message. To ensure a search starts from the top, the user
should select the root item in the Tree View.
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Edit a message

Once adatafileis openin ASN1VE, it can be edited in various ways.

Tree View

To edit aparticular element, first the Tree View must be showing the Element View. For this, an ASN.1 schema must
be assigned. Expand the tree to expose the element to be edited. Right-clicking on the element will bring up a context
menu with varying options for the selected element. For repeating elements (such as elements of a SEQUENCE OF)
and top-level nodes (representing a complete message or record), options Insert before and Insert after will create a
new, empty element of the same type before or after the selected element. The Delete option will delete the currently
selected element. For Open (ANY) type elements, the Decode as... option allows a type to be selected for the current
element. Once atype is selected, the element will be re-decoded asif it were the selected type. Note that this does not
actually change the encoded message. To replace an Open type element with another, see the type-specific element
editor for Open type elements.

Detail View

Clicking on an element in the Tree View will cause the Detail View to show atype-specific editor for the element. For
details about specific type editors, see Element editors.

Hex Tab

Message data can also be edited directly viathe Hex tab in the Document View. Clicking on a byte highlightsit, and
entering hexadecimal characters, two for each byte, inserts the new byte before the selected one. To overwrite the

current byte instead of inserting beforeit, click the button in the lower right-hand corner to change it to .
Once editing is complete, clicking the OK button in the Hex tab will reload the message in the Tree View.

Encode Menu

Finally, message data can aso be re-encoded using a different set of ASN.1 encoding rules. To do this, select from
the Encode menu the encoding rule set to re-encode as.

Element editors
INTEGER

Value: |5 V| Update

To edit an INTEGER type, change the number in the box and click Update. If any named values are present in the
schema, they can be selected from the dropdown menu.

BOOLEAN
Value: @ TRUE (O FALSE

Selecting an element with a BOOLEAN type will show radio buttons True and False in the editor. Selecting either
one will change the element's value accordingly.
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BIT STRING

This type of value can be edited using the following dialog displayed in the edit window. It will accept only 1 or O
bits values. Other values will be marked as invalid values.

00000000 01000000

Murnber of bits: 16 0K Cancel Hex Edit...

Clicking the Hex Edit... button will toggle the editor to hexadecimal mode.

00 40

Mumber of bits: 16 0K Cancel Binary Edit...

Clicking the Binary Edit... button will subsequently toggle the editor back to binary mode. Click OK to change the
element's value to that of the edited string.

OCTET STRING

JC7CICDE

Murmber of octets: 4 oK Cancel

Similarly, OCTET STRING types are edited using the editor shown above. Each pair of hexadecimal characters rep-
resents a single byte. Click the OK button to set the element's value.

REAL

Value: | 7.654321e4138 | Update

In the editor for elements of type REAL, values can be entered in typical floating-point format. Clicking Update sets
the value of the element.
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OBJECT IDENTIFIER

Value: |{ certificateExtension 19 ] Update

Display Forrmat: @) Defined values O Mame/number arcs O Murrbers only

Thistype of valueisedited asastring. When present in the schema, Defined values can show the current value relative
to anamed value, and Name/number arcs shows each branch number in parentheses following the branch name.

CHARACTER STRING

Director

Value:

[ include nul-terminator i) Windows style (CR/LF) ®) UNIX style (LF only) oK Cancel

CHARACTER STRING types, including restricted string types such as BMPString and UTF8String, use the above
editor. Selecting Windows style (CR/LF) or Unix style (LF only) will determine how newlines are represented in the
encoded string. Checking Include null-terminator will make sure the encoded string ends with a zero byte.

ENUMERATED

Value: |failover - Update

ENUMERATED types are edited by selecting from the choices available in the dropdown menu. Clicking Update
will set the value of the element.

UTCTime and GeneralizedTime

Date and time fractional seconds Timezone (Offset from UTC) Update

[3/25/2018 12:50 PM :]. [z | [-05 Set Current

Raw value
|20180325125032.2-05 |

UTCTime and GeneralizedTime values are edited as shown above. The Raw Value field can be edited directly with a
valid UTCTime or GeneralizedTime string. Alternatively, the time can be set in human-readable format from the box
at the top. To do this, highlight a portion of the time (such as the month) and use the up and down arrows on the right
to change the value of that portion. The fractional seconds (GeneralizedTime only) setting allows for editing fractions
of secondsto arbitrary precision. Time Zone allows the time zone to be set asits difference from UTC.

Once the time has been adjusted, clicking Update will set the timein the current element.

For convenience, the Set Current button is provided as a shortcut to set the current time.
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SEQUENCE and SET

Optional elements "
serviceChangeAddress
[ serviceChangeVersion
serviceChangeProfile
[ serviceChangeDelay
[ serviceChangeMgcld
[ timestamp v

Update

The editor for elements of types SEQUENCE and SET provides a list of elements of the selected SEQUENCE or
SET which are OPTIONAL in the schema. If an OPTIONAL element is checked, it will be present in the resulting
SEQUENCE or SET, wheresas if it is unchecked, it will be removed. Once changes have been made, clicking the
Update button will cause only the OPTIONAL elements that are checked to be enabled.

SEQUENCE OF and SET OF

Value: |1 s | Update

The editor for elements of types SEQUENCE OF and SET OF issimilar to the INTEGER editor. Changing the value
shown and clicking Update will cause the specified number of elements to be encoded. If this number is greater than
the previous number, new elements will be created; if it is less than the previous number, elements will be removed
from the end.

CHOICE

Value: |ser'.'iceCentreLlsage V| . Update

CHOICE elements can be edited similarly to ENUMERATED elements. A dropdown menu providesalist of possibil-
ities. Select one from the list and click Update to replace the existing CHOICE element with one of the selected type.

Open

Type: |NLILL | Change Type

The editor for Open (ANY) type elements shows a box at the |eft denoting the type used to decode the element. If no
type could be determined, or if Open type decoding is disabled, the box will be empty. To set or change the type of
valuethe element contains, click the Change Type button. Notethat thisisan editing operation and will ailmost certainly
change the encoded value. To attempt to decode the existing element as a different type, the right-click context menu
in the Element View provides a Decode as... option.

61



Using ASN1VE

D Select new type for open type data ? x
v Iz AuthenticationFramework ~

# Version

¥ CertificateSerialMNumber

® EMCRYPTED-HASH

# Algorithmidentifier

¥ Time

* Validity

# SubjectPublickeylnfo

¥ Extension

¥ Extensions

¥ Certificate v

(O UNIVERSAL types
(® Types definitions from ASN.1 files

0K Cancel

The window also provides alist of UNIVERSAL typesto choose from, accessible by clicking UNIVERSAL types. To
change the type of the element, select atype from thelist and click OK.

Edit a project

ASN1VE providestwo different methods of editing project settings. First aproject may be edited viathe Project View
by right-clicking on the various settings.

The second method can be accessed by selecting Edit project... from the Project menu.
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D Dpialog rd e

Schema Message

® User schema files
() Built-in schema files

Schema Files
Add...
Remowve
Include Directories
Add...
Remove
Configuration File
| Browse...
PDU Type
Select...

Theresulting window hastwo tabs, Schema and Message The Schema tab allowsfor adjusting schema-rel ated settings,
while the Message tab manages settings specific to the datafile.

At the top of the Schema tab, two options are available, User schema files and Built-in schema files. User schema
files allows the user to select their own ASN.1 schemafiles. Built-in schema files presents alist of available schemas

built into ASN1VE.
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D Dpialog rd e

Schema Message

() User schema files

(® Built-in schema files
Built-in scherma

3GPP-CDR "
3GPP-MAP

ACSE

CDR

CMIP

CMS

CSTap1

CSTAp2

CSTAp3

DSRC v

PDU Type

Cancel Apply

If User schema filesis selected, the window shows lists for schema files and include directories. ASN.1 schemafiles
should be added to the list of schemafilesthat define the type of message being created or opened. Include directories
are directories that the parser will look in for additional schema files needed to resolve import statements.

Clicking Add... next to either list will bring up afile dialog. Navigate to the directory or file(s) to add, highlight them,
and click Open.

Toremove alisted file or directory, highlight it in the list and click the Remove button next to the list.

Below the schemafiles and include directories, Configuration File allows the user to apply settings from an Objective
Systems configuration file. To select a configuration file, click the Browse... button.
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At the bottom, PDU Type alows the user to specify a PDU type for the message data. Clicking Select... will open a
PDU selection window.

If Built-in schema files is selected at the top, the window will show a list of al the available built-in schemas in
ASNI1VE. Click to select a schemato use.

The Built-in schema files option also includes a section for selecting the PDU type at the bottom.

The Message tab shows message-related settings:

D Dialog ? by

Scherma Message

Message File

| Browse...

ASM.1 Encoding Rules File Type

® Binary

(0 Hexadecimal Text

(O Base 64 Text

© PER (unaiigned) () Privacy Enhanced Mail (PEM)

(O PER (aligned)

Header Type

® Mone

O Block Size: 50 | padding Bytes (hex):
(O 3GPP TS 32.297 Headers

(0 Custom Headers

Cancel Apply

At thetop, Message Fileisthe name of the message datafile. Clicking Browse... opens afile dialog to select amessage
file.
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ASN.1 Encoding Rules determines the encoding rules used to decode the message file.

File Type selects whether the message file being used is encoded as a binary file or as either hexadecimal or base64
text. The Privacy Enhanced Mail (PEM) setting provides specia handling for PEM files (aspecial, base64 text format).

Header Type describes the type of headers used by the encoded message. In standard ASN.1 encodings where no
header is encoded, None should be checked.

For block-encoded data files (i.e., messages are encoded within blocks of a certain size and do not cross boundaries
between blocks), Block should be checked. In this case, both the size of the blocks and the padding bytes (used as a
buffer between the last message in a block and the end of the block) can be set. Padding bytes should be comma-sep-
arated, hexadecimal values. If no padding bytes are given, zero is assumed.

For datafilesusing headers of fixed length, Fixed-length Header s should be sel ected, and the sizesfor file and message
headers should be set. The file header occurs only once at the beginning of the file, and the message header occurs at
the beginning of each record or message in thefile.

3GPP TS 32.297 Headers provides handling for files encoded using the TS 32.297 standard.

Once project editing iscomplete, click OK to apply the chosen settings and exit the window. Clicking Apply will apply
the chosen settings without exiting the project settings window.

Export a Message as XML, Text, or JSON

To export aloaded message datafileas XML, JSON, or brace-text, select Export... from the File menu. The following
dialog will be displayed:
|

Export as...

(®) %ML

() Text !

() 150N

oK Cancel

Choose XML, Text, or JSON in the dialog box and click OK. ASN1VE will then show a file dialog. Navigate to the
directory in which the resulting file will be saved and enter aname for the new file. Click Save to complete the export
procedure.

Import an XML or JSON file

To import an XML or JSON file and convert it to a binary encoding, select the Import... option from the File menu.
A file dialog will be shown. The file import filter in the lower right corner will allow either an XML or JSON file
to be chosen based on extension:

AML (Fxml)

JSON (*.json)
All Files
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Navigate to and select an XML or JSON file to import and click Open. If an existing project is currently in use,
ASNI1VE will ask the user if they want to use existing project information. If yes, the import is done and the dialog
is complete. If no, or no project is active at the time, ASN1IVE will prompt for encoding rules. These determine the
binary encoding that theimported file will be converted to. Choose an option and click OK. ASN1VE will then provide
awizard for selecting an ASN.1 schemato use.

7 >
Jd
Select ASN.1 scherma files and relzted tems.
) Mone
® User scherma files
() Built-in scherma files
Scherma Files
Add...
Remove
Include Directories
Add...
Remaove
Configuration File
Browse...
Finish Cancel

At the top, two options are available, User schema files and Built-in schema files. User schema files allows the user to
select their own ASN.1 schema files. Built-in schema files presents alist of available schemas builtinto ASN1VE.
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Select ASN.1 schema files and refated tems.
O None
(0 User schema files
® Built-in schema files
Built-in schema

3GPP-CDR ~
3GPP-MAP
ACSE

CDR

CMIP

CMS
CSTApT
CSTApZ
CSTAp3
DSRC

Finish Cancel

If User schema files is selected, the wizard shows lists for schema files and include directories. ASN.1 schema files
should be added to thelist of schemafilesthat define the type of message being created. Include directories can contain
additional schema filesthat define types used by the schema.

Clicking Add... next to either list will bring up afile dialog. Navigate to the directory or file(s) to add, highlight them,
and click Open.

Toremove alisted file or directory, highlight it in the list and click the Remove button next to the list.
Below the schemafiles and include directories, Configuration File allows the user to apply settings from an Objective

Systems configuration file. To select aconfigurationfile, click the Browse... button. Seethe Configuration Files section
for more information.
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If Built-in schema filesis selected at the top, thewizard will show alist of all theavailablebuilt-in schemasin ASN1VE.
Click to select a schemato use.

Set ASN1VE options

Options for ASN1VE itself can be found in the Configure... item in the Edit menu. Selecting this will bring up a
window with several tabs.

D configuration Options 4 =

License Decoding Other

Header Type

®) Mone

(O Block Size: 50
(O 3GPP TS 32.297
() Custom

4k
-
=7}

dding Bytes (hex)

[] Disable autormatic BCD (Binary Coded Decimal) conversion
Force interpretation as (] BCD [ TBCD

[] Disable autormatic Open Type decoding

4k

[] Maximum repeating records to decode at once: | 1000

Cancel Apply Help

The Decoding tab contains a number of options for default settings during message data decoding. Many of these
settings are overridden by session-specific or project-specific settings and would only comeinto effect when no project
settings are defined.

TheHeader Type set of optionsdescribethe header format that may apply to certain filetypes. Thisismostly applicable
to Call Detail Record (CDR) types, but may apply to others as well.

The None option is used to indicate the file contains no extra headers.
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The Block option is for selecting a file with fixed-sized blocks and padding bytes to fill out the block. Sze of Block
determinesthe number of bytes expected in each block. The Padding Bytes (hex) section specifiesthe hex code of bytes
used to fill out the block. Padding bytes are specified using hexadecimal notation (Oxnn) and separated by commas.

The3GPP TS32.297 option specifiesuse of the standard header format referenced inthe 3GPP TS 32.297 specification.

The Custom option allows custom header fieldsto be added. These are aset of fixed-length fields that can be specified
to contain data corresponding to afew simpletypes (binary, integer, or character). Both afixed-header (onethat occurs
once at the beginning of the file) and one that repeats (one that occurs before every record) may be specified.

At the bottom are several miscellaneous options. By default, ASN1VE detects OCTET STRING types named
"BCDString" and displaysthem as such, rather than as hexadecimal . Disable BCD (Binary Coded Decimal) conversion
disables thisfeature. If thisis unchecked, then the options below it allow the user to force all OCTET STRING types
to be decoded as either BCD or TBCD (Telephony Binary Coded Decimal).

Disable automatic Open Type decoding prevents ASN1VE from attempting to determine the types of Open Type
elements and to decode them.

The last option, when checked, limits the number of repeating records that ASN1VE will decode at atime. This limit
affects top-level messages as well as elements of SEQUENCE OF and SET OF types. When the limit is reached, the
Tree View will show a node at the end with the text "More...". Clicking on this node will cause ASN1VE to decode
the next number of records.
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D Configuration Options 7 Y

License Decoding Other
XML Options

XML data format: @ Standard XML (O ASN.1 XER

Disable root element for single-message file

Root element name: |message | Set Default

[ Try to encode hex values as ASCII (export only)
[ tnsert empty XML elements in place of missing optional elements

0 Insert XML elements with default values
in place of missing elements with default values

[] Rermove all whitespace between elements

BIT STRING content output format: ® Binary O Hexadecimal

Other options

ML/ Text view mode: ® Al records (O Selected record
[ validate UTCTime and Generalized Time value format
Log trace level @ Error O warning O Info O Debug
[ check for updates on start up

[] Remember last used message and ASM.1 directories

Cancel Apply Help

The Other tab has two sections, XML Options allows for XML output (i.e., the XML tab in the Document View and
XML export) to be configured, while Other options provides miscellaneous settings for ASN1VE.

XML data format allowsthe user to select between ASN.1 XER and asimplified XML representation of message data.

When Disable root el ement for single message file is checked, a message datafile with only one message will produce
XML without an extra tag surrounding it. When unchecked and for files containing multiple messages, the contents
of the file will be surrounded by a single, top-level tag to produce a valid XML encoding. The tag used will be the
value of Root element name.

Try to encode hex values as ASCII (export only) causes the application to scan through elements of type OCTET
STRING that would normally contain binary data and examine each byte to determine if it falls within the range of
an ASCII character. If all bytes are found to do so, the contents will be presented as an ASCII string rather than as
hex bytes.

Insert empty XML elementsin place of missing optional elementsand Insert XML elementswith default valuesin place
of missing elements with default values will cause elements missing in the original message to be encoded in the XML
as empty elementsif they are optional or astheir default value where one is provided, respectively.
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When Remove all whitespace between elementsis checked, XML will be produced without any extraneous formatting,
such as indentation or newlines.

BIT STRING content output format determines whether elements of type BIT STRING will be encoded in XML as
binary or hexadecimal.

In Other options, XML/Text view mode determines the contents of the XML and Text tabs in the Document View. If
All records is selected, the entire file will be shown. If Selected record is selected, then only the message currently
selected in the Tree View will be shown.

Validate UTCTime and GeneralizedTime val ue format will cause validation of the format of the time values contained
within elements of these typesto be done. In most observed cases, thetime values do not strictly adhere to the specified
formats, so thisis off by default to prevent annoying errors from popping up. It can be turned on to have values of
these types strictly checked for conformance.

Log trace level determinesthe level of detail provided in the Error Log.

Check for updateson start up will cause ASN1V E to do acheck with the Internet host to determineif anewer version of
ASN1VE isavailablefor download. Thisisthe same as manually selecting the 'Help -> Check for updates... command.

Edit custom headers

In the New Message Dialog and in the Project View Window, the option exists to create or modify custom headers.
Invoking this option brings up a dialog similar to the following:
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“« d

New Message Wizard

Select file type and encoding rules settings.
Header Format
O None
() Block Size: 2048 + || Padding Bytes (hex): |00
(C) 3GPP TS 32.297 Headers
(® Custom Headers
v Header[0] - fixed K ¢

MName Units Size  Type
Unnamed bits o binary

x&

Mext Cancel

When creating a new message, the dialog expands to allow the initial header to be created. The cursor can be placed
within the header field definition areaand then the field items edited. Thefollowing items can be specified for aheader
field:

Name  Name of the header.

Units  Unitsof thefield (bits or bytes).

Size Sizefield of thefield in Units.

Type Type of the field. The types currently supported are binary, integer (big-endian), and character (UTF-8).
Additional fields can be appended by clicking on the green + control next to the fields header line. Fields can be
inserted by right-clicking either on the fields header or afield entry. This will cause a new field definition entry to
be inserted immediately after the entry.

Additional headers can be added by either clicking on the green + control next to the header entry or by right-clicking
on the header and selecting the 'Add Header' option. Headers can be removed by either clicking the red x control next
to the header or by right-clicking on the header and selecting 'Remove Header.'

A header can be declared to either be 'fixed' or 'repeating.’ A 'fixed' header appears only once at the start of amessage.
A 'repeating' header would appear before each record in arepeating collection of records.
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Configuration Files

Configuration files are XML files that can be used to apply specific options to specific items within a schema. These
options can be applied to specific modules, productions, and elements as well as globally.

A configuration file would target an item to which a directive is to be applied by specifying module, production, and
element in an XML hierarchy. An example that targets an element to be displayed in an alternate format is asfollows:

<asnlconfi g>
<nodul e name=" MEDI A- GATEWAY- CONTROL" >
<pr oducti on nane="1P4Address” >
<el enent name=" addr ess” >
<di spl ayFor mat >i pv4</ di spl ayFor mat >
</ el ement >
</ producti on>
</ modul e>
</ asnlconfig>

This indicates the element 'address' in the production 'IlP4Address' in the module 'MEDIA-GATEWAY-CONTROL'
should be displayed in the form of an IP version 4 address rather than in the default format for the type (which for
OCTET STRING is hex bytes).

At the outer level of the markup isthe<asnlconfi g> </ asnlconfi g> tag pair. Within thistag pair, the spec-
ification of global items and modules can be made. Global items are applied to al itemsin all modules. An example
would bethe <i ncl udedi r > qualifier. Thisspecifiesan include directory to search for modules specified inimport
statements. It is not something that is associated with an individual module or production.

The specification of a module is done using the <nbdul e></ nodul e> tag pair. This tag pair can only be nested
within the top-level <asnlconfi g> section. The module is identified by using the required <nane></ nane>
tag pair or by specifying the name as an attribute (for example, <nodul e nane=" MyModul e" >). Other attributes
specified within the <nodul e> section apply only to that module and not to other modules specified within the
specification. A complete list of all module attributesis provided in the table at the end of this section.

The specification of an individual production is done using the <pr oduct i on></ pr oduct i on> tag pair. This
tag pair can only be nested within a<nmodul e> section. The production isidentified by using the required <name></
name> tag pair or by specifying the name as an attribute (for example, <pr oducti on nane="M/Pr od" >). Other
attributes within the production section apply only to the referenced production and nothing else. A complete list of
attributes that can be applied to individual productionsis provided in the table at the end of this section.

The following tables specify the list of attributes that can be applied at all of the different levels: global, module, and
individual production. Only the attributes applicable to ASN1VE are shown.

Global Leve

These attributes can be applied at the global level by including them within the <asnlconfi g> section:

Name Values Description

<includedir></includedir> |<Include directory> This configuration item is used to specify a directory that
will be searched for IMPORT files.

Module Level

These attributes can be applied at the module level by including them within a<nmodul e> section:
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Name

Values

Description

<name> </name>

module name

This attribute identifies the module to which this section
applies. Either this or the <oid> element/attribute is re-
quired.

<oid>

module OID (object identi-
fier)

This attribute provides for an aternate form of mod-
ule identification for the case when module name is not
unique. For example, a given ASN.1 module may have
multiple versions. A unique version of the module can be
identified using the OID value.

<include types="names'
values="names'/>

ASN.1 type or value names
are specified as an attribute
list

By default, all types and values within a specification are
included for display within ASN1VE. This item alows
ASN.1 types and/or values to be explicitly specified for
inclusion in the set of items to be displayed. This alows
the size of what is loaded to be reduced. This can be use-
ful in the case of large schemas which import items from
many different schemas to reduce the number of schema
filesthat need to be imported.

<exclude types="names'
values="names'/>

ASN.1type or values names
are specified as an attribute
list

Thisitem alowsalist of ASN.1 types and/or valuesto be
excluded from the set of schemaitemsto be displayed. By
default, all typesand valuesfrom within aspecification are
included. If an attempt is made to exclude atype or value
referenced by another item, the directive will beignored.

<noPDU/>

n/a

Indicates that this module contains no PDU definitions.
Thisis normally true in modules that are imported to get
common type definitions. Thiswill prevent any typesfrom
being displayed from this module as possible PDU types.

Production L evel

These attributes can be applied at the production level by including them within a<pr oduct i on> section:

Name

Values

Description

<name>
</name>

production name

Thisattribute identifiesthe production (type) to which this
section applies. It isrequired.

<displayFormat>

lower, upper, ipv4, ipv6,
imei, imsi, thed

This is used to specify an aternate stringified represen-
tation for binary data. It is only applicable to OCTET
STRING types. By default, OCTET STRING datais dis-
played in hexadecimal text format. The lower and upper
qualifiersalso result in hexadecimal text format, but force
lower or upper case characters to be used. The ipv4 and
ipv6 qualifiers cause the date to be formatted as an IP ad-
dress. Theimei, imsi, and tbed qualifiers treat the data as
being encoded in TBCD format with slight differencesin
each format type.

<isPDU/>

n/a

This item is used to indicate that this production repre-
sents a Protocol Data Unit (PDU). Thisindicates that this
production should be included in the list of possible PDU
types when the schema is assigned.

<isTBCDString/>

n/a

Thisitem is used to indicate that this production is to be
encoded and decoded as a telephony binary coded string
(TBCD). Thisis type is not part of the ASN.1 standards
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Name

Values

Description

but is awidely used encoding format in telephony appli-
cations.

Element Level

These attributes can be applied at the element level by including them within an <el enent > section:

Name Values Description

<name> element name Thisattributeidentifiesthe element withinaSEQUENCE,

</name> SET, or CHOICE construct to which this section applies.
It isrequired.

<displayFormat> lower, upper, ipv4, ipv6,|Thisis used to specify an alternate stringified represen-

imei, imsi, thed

tation for binary data. It is only applicable to OCTET
STRING types. By default, OCTET STRING dataisdis-
played in hexadecimal text format. The lower and upper
qualifiers also result in hexadecimal text format, but force
lower or upper case characters to be used. The ipv4 and
ipv6 qualifiers cause the date to be formatted as an IP ad-
dress. Theimei, imsi, and tbed qualifiers treat the data as
being encoded in TBCD format with dight differencesin
each format type.
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Chapter 5. Technical Support

Report problems you encounter by sending E-mail to support@obj-sys.com [mailto:support@obj-sys.com]. Please
provide a project file and all related message and ASN.1 schema files required to reproduce the issue.

If you have any further questions or comments on what you would like to see in the product or what is difficult to use
or understand, please communicate them to us. Y our feedback isimportant to us.
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